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PDSA Cycle – Essential Eight Cyber Security Improvement
Organisation: Bay Centre Medical
Assessment Date: 13 June 2025
Assessor: NoDa (Northern Data) 
Focus Area: Implementation of ACSC Essential Eight Controls
Current State: Maturity Level 0 across all domains
This PDSA was established after completing a third party assessment, undertaken by external assessor NoDa (Northern Data). The findings report provided post-assessment has helped inform our PDSA.

1. PLAN
Objective:
To establish foundational cyber security controls aligned with the ACSC Essential Eight framework, moving Bay Medical from Maturity Level 0 to Level 1 within 12 months.
Goals:
· Reduce cyber risk exposure by implementing baseline controls.
· Develop formal policies and governance for patching, access control, and backup.
· Build organisational awareness and accountability for cyber resilience.
Key Actions (Planned):
	Area
	Planned Action
	Responsible
	Timeline

	Governance
	Develop and approve cyber security policies (Application Control, Patch Management, Access Control, Backup).
	IT Manager / Executive Team
	Q1

	Application Control
	Implement whitelisting and maintain approved application list.
	IT Administrator
	Q2

	Patch Management
	Configure automated patching for applications and OS via Intune or equivalent.
	IT / External MSSP
	Q2

	Privileged Access
	Review and restrict admin privileges; apply least-privilege principle.
	IT / HR
	Q2

	MFA
	Enforce multi-factor authentication for all critical systems and remote access.
	IT
	Q2–Q3

	Backup & Recovery
	Verify backup integrity monthly and test recovery procedures quarterly.
	IT / Compliance
	Q3

	Training
	Roll out mandatory cyber awareness program for all staff.
	HR / IT
	Q3

	Monitoring
	Establish regular review and reporting on Essential Eight maturity progress.
	Cybersecurity Lead
	Q4


Expected Outcome:
A measurable increase in cyber security maturity and compliance readiness (targeting Level 1).

2. DO
Implementation Steps Taken:
· Initiate Essential Eight Implementation Project under IT governance.
· Engage external cyber security consultant/MSSP for technical configuration and validation.
· Conduct internal communication to raise awareness about upcoming changes.
· Begin policy drafting and approval process.
· Pilot MFA deployment for administrative accounts and remote access users.
Documentation:
· Policy drafts
· Change control records
· MFA rollout logs
· Patch deployment schedules

3. STUDY
Evaluation Methods:
· Conduct internal audits to measure progress against Essential Eight controls.
· Review system and patch compliance reports.
· Assess staff participation and performance in awareness training.
· Validate backup tests and recovery simulations.
· Review findings with executive management and cybersecurity consultant.
Indicators of Success:
	Metric
	Baseline
	Target
	Measured Outcome

	Systems patched within 14 days
	<30%
	100%
	TBD after 6 months

	MFA enforcement
	0%
	100%
	TBD after 6 months

	Documented policies approved
	0
	5 core policies
	TBD

	Backup recovery success rate
	Not tested
	100% verified quarterly
	TBD

	Staff trained in cyber awareness
	0%
	100%
	TBD



4. ACT
Adjustments / Next Steps:
· Address gaps identified during internal review (e.g. incomplete MFA rollout, patch compliance issues).
· Update policies and training based on feedback and lessons learned.
· Schedule a Stage 2 Assessment to confirm uplift to Maturity Level 1.
· Plan for next phase of improvements toward Maturity Level 2 (enhanced security monitoring and control).
Sustainment Actions:
· Embed cyber security KPIs in organisational performance reviews.
· Establish quarterly security governance meetings.
· Continue periodic internal and external audits.

Outcome Goal
By the end of the first 12-month cycle, Bay Medical will have:
✅ Implemented baseline Essential Eight controls (Maturity Level 1)
✅ Reduced exposure to common cyber threats
✅ Established a culture of cyber awareness and accountability
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